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ldapsearch w/simple bind

(command line)

sardine:~ $ ldapsearch -x \ “yunple™ authenfication
LLLY —— less chatter to standard out
77\ demand encryption
-h throw.morrison.iserv.net \« DSA, FQDN if using SSL/TLS
-b "o=Morrison Industries,c=US" \ = search base
-D "en=Adam bind dn

Williams,ou=People,ou=Entities,ou=SAM,o0=Morrison
Industries,c=US" \

MVVASE ~ prompt for password
(&(objectclass=morrisonuser)(uid=adam)) \ search filter
initials morrisonttymenu - attribute list

Enter LDAP Password; %%

dn: cn=Adam Williams,ou=People,o=Morrison Industries,c=US
initials: ATW

morrisonttymenu: 1103




ldapsearch w/SASL bind

sardine:~ $ ldapsearch \ SASL user id
-U adam \« SASL mechanism
-Y DIGEST-MD?5 \ «
-Z7\
-LLL \

-h throw.morrison.iserv.net \

-b "o=Morrison Industries,c=US" \
-W\ - ]
(&(objectclass=morrisonuser)(uid=adam)) \
initials morrisonttymenu

Enter LDAP Password; % ## 4%
{some SASL noise here}

dn: cn=Adam Williams,ou=People,o=Morrison Industries,c=US
initials: ATW
morrisonttymenu: 1103

prompt for password




&3 L DIF Modifications

dn: cn=Modify Me,dc=example,dc=com

changetype:. modify Replace valus of
replace: mail the mail attribute.
mail: modme@example.com

add: title | Add a title attribute
title: Grand Poobah - with specified value.

add: jpegPhoto
jpegPhoto:< file:///tmp/modme.jpeg

delete: description - Load value from file

Remove description attribute(s)

dn: cn=Barbara Jensen,dc=example,dc=com

changetype: delete =
Delete this object.



ldapmodify

sardine:~ $ Idapmodify \
-U adam \
-Y DIGEST-MD5 \
27\
-f file.1dif =

LDIF file to process.

-v Verbose mode, diagnostics to standard out.
-n Perform no modifications, report what would be done.




DSML

Directory Service Markup Language

DSML 1s an OASIS standard that provides the ability to inter-
operate with a directory via XML.
e http://www.dsml.org/download/DSMLdatasheet.pdf
« DSML has two versions
« DSMLv1 represented the state of a directory
e Read only
e DSMLV2 represents LDAP operations and results
e Read/Write
e Also defines a SOAP specification of accessing
directory as a traditional Web Service.




DSML: Query

<?xml version="1.0" encoding="UTF-8"?>

<dsml:batchRequest xmlns:dsml="urn:oasis:names:tc:DSML:2:0:core'
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

Search Specs \<dsm1:searchRequest
dn="ou=People,ou=Entities,ou=SAM,o0=Morrison Industries,c=US"

scope="wholeSubtree"
derefAliases="neverDerefAliases"
sizeLimit="5">
<dsml:filter>
<dsml:and>
<dsml:equalityMatch name="objectclass">

Search Filter <value>morrisonperson</value></dsml:equalityMatch>
i <dsml:equalityMatch name="title">

<value>Service Manager</value></dsml:equalityMatch>
<dsml:equalityMatch name="morrisonbranch">
<value>BRT</value></dsml:equalityMatch>
</dsml:and>
</dsml:filter>
Search Elements \,<dsml:attrﬂ?ut65> .
<dsml:attribute name="mail"/>
</dsml:attributes>
</dsml:searchRequest>
</dsml:batchRequest>




DSML: Response

<?xml version="1.0" encoding="UTF-8"?>

<batchResponse xmlns="urn:oasis:names:tc:DSML:2:0:core"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http:// www.w3.0rg/2001/XMLSchema-instance">
<searchResponse requestID="6">

<searchResultEntry

dn="cn="#ddddsdsdsdsdce ek qu=People,ou=Entities,ou=SAM,o=Morrison
Industries,c=US" requestID="6">

<attr name="mail">
<Value>********************</Value>

</attr>

</searchResultEntry>

<searchResultDone requestID="6">

<resultCode code="0" descr="Success"/>
</searchResultDone>

</searchResponse>

</batchResponse>




e DSML.: Services

« DSML 1s broadly supported

« DSML for eDirectory
e http://developer.novell.com/ndk/dsml.htm

 WDI's BIE (Business Integration Engine)
e http://www.brunswickwdi.com/bie

* Exolab's Castor
e http://castor.codehaus.org/

« DSML Tools

e http://www.dsmltools.org/
« DSML import, export, query, and bidirectional gateway.
« DSML Services for M$-Windows
 http://www.microsoft.com/windows2000/server/evaluation/new
s/bulletins/dsml.asp

e Canada's Public Work's DSML to LDAP Gateway
e http://fdis.srv.gc.ca/dsml/dsml e.htm

 Just requires a web server with CGI support & Perl




GQ

http://biot.com/gq

eoq 1s an LDAP v3 utility for GNOME/GTK:
e Features/Advantages

e DIT browseing and editing.
 BLOB handling
e Image rendering for JPEG formats.
e X.509 Certificates and Certificate Revocation Lists
e Password encryption

e Connection encryption (TLS)
e LDAPv3 schema browser.

* Objectclasses, attribute types, matching rules, and ldapSyntaxes.

e Simple, DIGEST-MD3, and Kerberos binds.
e Exporting to LDIF.
e Bugs/Problems

e Development more-or-less stalled.
e Isa GTKI vs. GTK2 app.

 Likes to crash during configuration
e Hangs if connection to the DSA 1is lost.
e No printing support.




G Q How the attribute of an object relates to

Color Coding the schema is presented to the user via the
color of the attribute name.
: * blue
% cn=5ally Ward,ou=People,o=Morrison Industries,c=US - M X

* An attribute required by one of the object's

==l _ objectclass attributes.
dn ch=3ally Ward,ou=People,o=Marrison Ind - [ ) black
L”rzamzaﬁmlpmn - i e An attribute allowed, but not required by
netOrgPareon » the object's objectclass attributes.
abjectClass MOrHS0nNPEersan - Ld red
posiAcoount M * Special attribues such as DSA meta-
sambasccount h g . . .
e rya——— — information or attrlbu.tes allqwed by the
mortisonuser v presence of an extensibleObject objectclass
sn Ward attribute.
ch Sally Ward . Orange
LserPassword {crypfa/uGIFPgUfeH=6 Crypt v I .
N 102275911 e An attribute that belonged to an objectclass
seedlso that has been removed from the object.
descrigtion el ] These will be deleted when Apply is
Refresh Close Cthed'
_| * purple

* An attribute the user added to an object;
applies only to extensibleObject objects.



*GQ has built in viewers for:

e JPEG images
G Q e crypted passwords
BLOBS e X.509 cerqﬁcates EEE]
e X.509 certificate revocation lists.
*In GQ parlance these are called custom displaytypes.

| File  Filters Help

Search Browse | Schemal

calhiost il EI

- doc="YWhitemice,dc=0rg
= ou=People

L

r ch=adam Williams initials AT
[» cn=Brian Ritz
[ ch=Michelle Williams
[> ou=Rpc
P ou=metyorks
[» nistapMame=netgroup.byhast
[» nistapMame=netgroup.hyuser
[> ou=kletgroup
[ ou=Hosts
I ou=Services
[ ou=kounts
I ou=Aliases
I ou=Protocols
[> ou=System Accounts
[> ou=System Groups
[> ou=Groups
dco=hlackrat,dc=0org
nrrison Industries

o Stream [abeledURI Ihttp:fmw.kalamaznnIinux.clrgfprnjectsfawilliamf /

[~ e

I Apply | Refresh

jpegPhoto

M )




GQ

(Schema Browser)

File

Search | Browse Schema

Help

localhost
EE—-DbjEI:tClElSSES
— account
—alias

applicationEntity
— applicationProcess
— automount
— automounthdap
— hootableDevice
— cerificationfuthority
— cerificationfuthority - V2
— country
— CRLDistributionP oint
— dcidbject
— device
— dmd
— drSDomain
— document
— documentSeries
— domain
— domainRelated Ohject
—dsa
— dynamicChject

Clhjectclasses | atftribute types | Matching rules | ayntaxes |

Mame
|app|i|::ati|:|nEntity ﬂ
Description

s]n)
|2.5.5.1 2

Superiar

for E
Kind

|Structural

[ Chsolete

Reguired attributes

presentationfddress
ch

Alloveed attributes

supportedapplicationContext
seehlso

ou

0

I
description

Schema search on chn=5ubschema




GQ

This zone is for loading and unloading only.

*Managing complex datatypes in a Dit 1s greatly facilitated by
the GQ's object browser.
* Non-string and numeric attribute values can be:
 Displayed in various notations
e Plain
* Base64 encoded
e Hexidecimal
e Loaded from a file

e Unloaded to a file Import
Export
= _ Delete
initials T Oj,'}--/
jpegPhata _,.fl / .
labeledURI hittpedAeeian kalamazoolinus. org/projects/awilliams — _,.rl Plaln
E=1] awilliam@¥hitemice.Org _I,rl Base64
/|

manager

Hex




KDirAdm

http://www.carillonis.com/kdiradm/

*KDE Directory Administrator 1s the equivalent of GNOME's gq
* Including schema browsing
e It does not support Kerberos V (GSSAPI) or SSL, so all
communication with the DSA 1s performed 1n the clear.
e Development equally stalled.

N KDt B
File Settings Help

O @ L

]Jistinguished Hame Al FEntry Details -
= ¥ de=debian,dc=org i host=murphy, oushosts, dc=debian,dc=org
8 ¥ oushosts creatorsnamne Iuid=jgg,mers,dc:dd:-im,du::nrg
¢ -host=auric
kR createtimestanp |139903230406417
“host=debussy hast |r'1'-lr‘F'hH
host=faure
i host=gluck objectclass [tUP
-~ hasnchods description |LiSt and Backup Serwver
~hozt=klecker
host=kubrick hosthane nurphy debian, org
host=kul lerva :
286
~hogt=lully architecturs [1
~host=master distribution  |potato Debian GHU/Linux
- i-host=merulo 7l _
| access jrestricted
[~host=paer spansar [Br-ainand http://brainfood, con’
- hozt=pandora
: é----hu:ustzr*anaa.l o sponsor—admin |debian—a:hin@hr‘ainFnDd.nm
i--Pmstzaams <illc |us —
‘I i |‘I"! LB [Ma11ae Tavae =




*jXplorer is a Java LDAP browser and
_ management tool.
j Xp I orer e Supports SSL and SASL
http://www.jxplorer.org/ * BLOB & complex value management
* Images

. RI=E
File Edit Wiew Bookmark Search LDIF Options  Toaols  Security  Help ® Cel'tlﬁcates
gs|a| & |=lel x| o= ] e * Passwords
fen =IF = * LDIF import-and export
E?'iII'"I'FEl Resultsl <Eﬁﬁchemal HTML View I Table Editor o Anonym()us DSML
Eﬂﬁrﬁﬁ = JI|:|rganizatinnalUniﬂnrgunit.Hm[mmensely CUStomizable
=k E‘ C.ﬁ.I Example

T .
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: uﬁu alen Iris
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E Rook CA

=€ ca Server

Alert Lisk

. [l General Settings

e .I Key Lisk

. . .I Login - Canfig K
..... .. Sininake ]

@ Bl 550 Key

-l Log Settings

w- Bl Login Settings ~ —

El'" Cettificate Database

-8 Directory Service

QCSP Responder s
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4 | _'*IJ

Warking OFfline
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MaXware' MDE

http://Iwww.maxware.com/Products/MDE/

#1 Exploring - littleboy
File Edit “iew Toolz Help

Al Folders | Contents of Tittleboy’
o isktnp Mame | Type
E"“ My Camputer |:|.-“-‘-.I:Ll3r|:|ups Directonsgobijget
..Q 5['15 ]Fl':'pl:'-'r' (&) [ Customers Direct&Mﬂxware's MDE
EE’ : ] [ ADevices Directany object = o
S8 Progam Fles CiEketonic M ocinfegrates into Microsoft
S o o= Windows Explorer
525 10ma1_21 (D) [’_‘lrj i Df'E'::D § OWS EXPIlOrer.
H-52 odrom on 'natches' [J:] alsliazes !rec oy o IECN .
%52 1 on fatmar () Eces e #<NOt @ FREE package;
B b an Fatman' [S: enple irectory ohjec
Dg S on TS Eoysen s Oigrzson $9.95 a seat for less
-7 Partz teplp rectony object
Eﬂ--% Edr,:,ml.:,': 'Balrt.er [ [:ITemp Accaunts Drirecton Dhiectthan 500 Seats.
e ontral Fane
aenec eSupports Kerberos and SSL

=1
[ I gy u |

E o e e 2Can display mformation on X.509 Certificates and
Tl e Certificate Revocation Lists

..... 5 Aoy *Outlook integration for e-mailing to groupOfNames

T objects in the directory.

*Runs on Windows 95/98, >NT4sp3, 2000, and XP.

1]




phpLDAPadmin Frm—

http://phpldapadmin.sourceforge.net/ s _Ehfg L

ephpLDAPadmin is a LDAP browser/editor for 1ntranets
e Features/Advantages

e DIT browseing and editing.
« BLOB handling
e Image rendering for JPEG formats.
e Password encryption

» Connection encryption (TLS)
e LDAPv3 schema browser.

* Objectclasses, attribute types, matching rules, and ldapSyntaxes.
e LDIF (1import and export) and DSML (export) support.
e Wizard for creating, copying, and renaming objects.
e Relevant attributes (mail, seeAlso, etc...) are rendered as
hyperlinks.
e Bugs/Problems

e No SASL bind support
e This is actually more PHP's fault than phpLDAPadmin's.

» No certificate management support.



L6 ’

File Edit View Go Bookmarks Tools

Window

1pLDAPadmin

Help

@ 9 (@) B e e - ) A :\
2
phpLDAPadmin - CV5 s
 Reguest a new feature Create ObJECt
"f Bepesis g 0On server ‘Raider, using template "Custom’
Raider .
!m o i ek Eat smpett Step 1 of 2: Name and ObjectClass(es)
‘9 dc=example, dt:—t:t:lm
= cn=admin RON: cn=new entry {example: cn=MyNewPerson)
" l Sl il s Container de=example,dc=com @
— / = ® cn=MyGroup e
4 TTNCRPT -
7 ' g SChema can ﬁ cn=test il ObjectClasses OpenLDAProotDSE 3
8 cn=test smith? organization
+ ) 1 =
be brwsed = . organizationalP erson
I # e OU=aUtOmMount organizationalFole
) |, i;. ou=People (22) organizationallnit
person
v 1zard” for crea INE -—Funk Bob pilotDSA
ewW | — & . lobharland folix pilotOrganization
ObJ ect —Pp» | pilotPerson
= M cn=Joe2 osixAccount
e : : posixGroup
= M cn=Kazik Francuski qualityl abelledData |
m @ cn=Smith Dave referral
residentialPerson L
= @ cn=thomas bob REC22%IacalPart ~
= M cn=Verdnica (1) # Hint: You must choose at least one structural objectClass
& ou=People-copy8 (21
. PR . .v.

:ﬂ:"n




I File MEdit View Go Bookmarks Tools W

|1 http:/ [ rarder/ phpldapadmin/

'« (@) @

‘ phplLDAPadmin -

Reguest a new feature

cated query...

“% Raider

-

T cn=admin
8 cn=dave test
& cn=MyGroup
8 cn=test

0 B B B B B H

£ cn=Joe2

pﬂf-or jpegPhoto

= _-j dc=example, dc-cram _EI_.

8 cn=test smith2

&b ou=automount

& ou=People (22)

£ cn=Funk Bob

£ cn=Haberland felix

Advanced Search Form
(Simple Search Form | Predefined Searches)

Server Raider v
Base DN .dc=examp|e.dc=com
Search Scope | Sub (entire subtree) (3]

Search Filter 'j;:leg|F-‘hc:nt|::=‘r

Searching...
Entries found: 121 (1.67 seconds).
Showing results 1 through 50.
«123»

8 cn=Haberland felix

# M) cn=Kazik Francuski

b £ cn=Smith Dave
1butes. W cn=thomas bob

B E E

@ uid=bab

B E H

Waiting for ralder

8 cn=Veronica (1)

&5 ou—People-copy8 (21) R cn=Joe2
£ uvid=dsmith
£ uvid=esanford

cn=Haberland felix,ou=People dc=example dc=com
Hahberland felix

cn=JoeZ ou=FPeople dc=example dc=com

Joe2

'8 uid=gsanford

{41

4

.



) ] {P A count VAnager - Mozlla

i Datei Bearbeiten Ansicht Go Bookmarks Tools Fenster Hilfe

. 4
@@ @ |% http://192.168.0.200/lam2/templates/login.php

" @Home @Bookmarks @&Humor @Linux @Debian @nNetzwerk @Studium @Infos @LDAP @APIs

Eraofile Editor

QU-Editar
Eile Upload

Domains Users
—Please select page:— —Samba properties

LDAP Accour;

'Manager

Groups

General Display name
unix | Samba password
uota i
Q Use unix passward
Personal
: Use no passward
Final | Passward does nat expire

Reset all changes. User can change password

Undo | User must change password
Account is deactivated

Home drive
Home path
Prafile path
Script path
Samba workstations

Windows groupname

Damain

ISepp Huber

7T

BE

BE

EE

[13 zl|12 z[|2003 7

EL

[z1 zl|s z[|z030 7
-
D j

B,

BE

BE

|\\server1\shuber

BE

|Iogon.bat

Edit workstations |

projectl j

Idomainol =l

HE,

EE

o

BE,

o

g

LDAP Account Manager

http://lam.sourceforge.net/

veb based interface
ely associated with
Samba project.
Supports the various

NSS related

objectclasses.
Supports the Samba

v3 schema.




Evolution

*Qf all the clients tested Noyell's Evolution has the most
c&i@%gg?eaa@dr?mg&%@psy@mh.
'-Wﬁfﬁ?esy@p@&'ﬂ |
 +- oSOl PRI CAR05E

-4onss ,

. ﬁ@%@%g&‘@@ﬁ&tf%%%s.

*.Reguires the installation of the Bvolution specific schema,
*. These.objectelasses are strugtural; and thus.create.
objectelass.chamning problems.

*.Usethe-mHybridPerson objectelass,




In the “Contacts” view right click in the

- ¢
54 Mai Sk Contacts sources pane and select “New Address
|
9
Evolution Pl
21. Calendars Tasks I
Creating an LDAP Addressbook
| I I I I I I I I I |
Address Book Properties | X @ | Address Book Properties | X
|Genera| |Detai|5 | E | General) Details | —
Display Searching
Marme: |M14 Enterprise Directory (Aliases) Seanch base: |
Server Information :-;-E" Find Possible Search Bases
S-EF'.I'EIL littleboy.morrison.iserv.net f AI
= e ] Search scope: Sub -
port: 389 | 1 -
= T Downloading
s -
Use secure connection| hAIwavs 2 Timeout: 1 | g | 2 i
Authentication Download limit: |].DD ! _ cards
. [ — . AI B
Log in methodf | Using distinguished name (DN} =
Login: |n:r|=A|:|am Williams,ou=People,o= i
Xgancel ‘%ﬁf:_l Xﬂancel T ﬁ%f

No SASL support for DSA binding!



Searching works the same as with

EVO I u ti O n a local address book.

Contact Search

Evolution - Contacts / O X
File Edit View Actions Tools Search Help
Mew = % ! B
Send / Receive Print Delete Stop
MI4 Enterprise Directory (Users) | _ontact Ii-r'-.larne begins with 3| adam Find Mow | | Clear

= On This Computer

Personal Full Name: Adam Williar
~* 0On LDAP Servers Mickname: Adam Williar
Email 1: adam@mort

MI4 Enterprise Directory (MWP Customers) Mailer: Ximian Evol.

Horme Addre 537 Shirley
MI4 Enterprise Directory (Sites) Grand Rapic
MI4 Enterprise Directory (MIE Customers) 49503

MI4 Enterprise Directory (Aliases)

MI4 Enterprise Directory [(ILS) A
MI4 Enterprise Directory (MIECR)

MI4 Enterprise Directory (DGo)

- 1
ﬂ Contacts

Tasks




fileAs™

displayName

cn \
\ Contact Editor  \ |- O X
i: li_att Persn:un lInformati Mailing Address
orma fon— T N T ]
Full Name... |Jida i||iam§\ Nickname: |Ada®williams
i illi i e
& File under: |WI||IE|I‘I‘|5, Adam - Where: MI4 Enterprise Directory (Users) -
Email
— R -
fwurk 9 |adam\.rr|5|:|n ind.com {Dther 3 |
/—\ £ A
Haome | Other = |
=3
telephoneNumber
»neNumber p
'8 Y

Telephone -~
'8 ———al | .
. -

Business Phone - 6164473822

-

i
Home Phone "1154555931

i

i e
Assistant Phone 3 |51544?3820

P
Mobile Phone 5818010

Instant Messaging

i )
Other Fax . 6163611775
i Y
Other Phone |
: -
i i
Other Phone |
- w

-

Yahoo

@ terr

g ) F s —— - |
_AIM | Ico |
s " f—,.,‘\

| ]GFDUDWISE |

Xganl:el



labeledURI

/
Evolution =s=wgmgmm

Contact | Personal Information [ Mailin

Contact|Information /

Web Addresses

S~ Home Page: |
BURL \
™~
ar: \.
neSSRole* Free/Busy: I'Mthruwledesturefsuffreebus',r?name adamiserver=morrison0Go
™ | —. . title
. organizationalUnitName

zationName =~ ** \

I Profession: | \. Title: |5v5te>\and MNetwork Adn‘istratur
mmun Industries Department: |C15,"IT b

ber Manager: | Assistant: | .
\ % /. g /. birthDate*
managerName assistantName™

llaneo /
ame® - |
C— | Office: | ~~g@ Birthday:  |12/06/1972 1 =
Wuzanne Williams Anniversary: |DE,.“14,.’1998 ’ -
note* Motes:  |Call mobile number after hours. If your reporting @ computer or network related problem do NT do so viz
e
[ ) | :

/

nniyer
0w anniYgISRy"

Cancel




Evolution

Contact | Personal Information | Mailing Address |

Information
aome
Address: |537 Shirley 5t. NE city: ||
Grand Rapids, Mi.
49503 Zip/Postal Code:

|
|
State/Province: |
|

PO Box: Country:
Work
Address: [1B25 Monroe Awve NW City:
Grand Rapids, Mi.
19505 Zip/Postal Code:

|
|
State/Province: |
|

PO Box: Country:
Other
Address: City:

State/Province:

|
Zip/Postal Code: |
|
PO Box: Country: |

@ﬂem Xgancel %f&




Evolution

Autocompletion

Evolution Settings

Mail Accounts

- i
TaTuli
[T RTIETET

Autocompletion

Mail Preferences

Composer Preferences

= On This Computer

@ Personal

= On LDAP Servers
@ MI4 Enterprise Directory (Users)

D MI4 Enterprise Directory (MVP Customers)

D MI4 Enterprise Directory [(Sites)

D MI4 Enterprise Directory (MIE Customers)

&

D MI4 Enterprise Directory (ILS)




Evolution

(Meetings)

@

Appointment - No summary

|- O X
| Appointment | Recurrence | Scheduling | Invitations

Organizer: |A|:|am Tauno Williams <awilliam@whitemice.org= -
Attendees

Attendee Type Role RSVP Status +,r.'.,_|;|d

awilliam@whitemice.org Individual Required Participant Yes Meeds Action

Steve ‘ufanderznuwenl eﬂemwe

Steve VanderZouw... |

Steve Echtinaw <se...
Stevens, Debra =d...
Steve Cerutti =ceru...
Steve Johnson <sj...

m Contacts...

Autocompletion sources are available

for selecting as meeting attendees as
well.




Evol

(Search Dialog)

>(& and
> (| or
> (| or

>

Y

A\

>

>

>

> (fileAs=rob)
> (& and

(displayName
(| or

(mail=rob)

utio

(! not
> (fileAs=*

(cn=rob)

n@

end Attach

s

E]

Eile

Edit

Format View

Cut Copy Paste

Insert Security

D 9 e ¥BDH [ B

Undo Redo

Find Replace

Compose a message

Linl

Image Rule

From: (-Adarn Tauno Williams =awilliam@whiternice.org>

—

To:

Cc:
Bro:

Subject:
—

v

p—

=rob)

(sn=rob)
)

e

Select Contacts from Address Book

Show Contacts

Address Book: |f' MI4 Enterprise Directory (MVP Customers)

Category:

{AII Categories

s

Search:

Contacts

| rnb|

Cervantes, Robert
Conley, Robin
Cox, Robin
Daughtrey, Robert
Green, Robbie
Mann, Robert
May, Rob

Randall, Robert
Roberts, Chris
Robillard, Mark
Robinson, Butch
Robinson, Priscilla
Rodrigue, Robbie
Serfas, Robert
Topolski, Robert
Whitlock, Roberta

Eind




WAB

Windows Address Book

* WiAB31s the address book mtegrated into most Microsofty
%ﬁp‘fﬁé @%{9@%& mcluding MicrosoftiQutlook.
Iﬁsgédbamégt%ﬂé@awsamh?@a{?@ﬁs
*.Lots.of information exposedy
*.SUPPOTIS S

N@%ﬁé y@@ﬁ&tf%lss%ﬁé{ binds.
Iﬁ?@&i‘ﬂﬂi?és“&?e%&%%lﬁ’t?@noé ttheQutlook specitic schema,
*. These.objectelasses are structural, and thys create.
&J) ctclass.chaining problems.
e.the-mtlybridPerson objectclass.




WAB

Creating an LDAP source

% Address Book - Main Identity -10] x| i
File Edit “iew | Tools Help

F=]- E Accounts, ., % %_ B

Y Prop— Ackion ¥ (eople Erint: Akion

...... Shared Co| Gunchranize o name or select Fram lisk: B

""" Main Ident Ty = COmTaeTs: Ng‘ue . | E-Mail Address | Business Phone | Horne F

= - I

- Internet Accounts

2 xlfe

Directomy Service | Add...
Account | Type | Connechion Hemoye
Fraperties

St Az [efault

Impart.

Expart..

Set Order...

Cloze

w ™




WAB

Configuration

ACCOUNES
Internet Connection Wizard

Internet Directory Server Hame

H A N

X

Type the name of the Internet directory [LDAP] zerver vour Internet zervice provider or
syztem adminiztrator has given you.

[nternet directary [LDAP) server: IIdap.mDrrisnn.isew.net_ '+

[f wour Internet zervice provider or spztem adminiztrator has informed you that they
require you to log on to pour LDAP server and has provided you with an LDAP account
name and pazsward, zelect the check box below.

W My LDAP zerver requires me to log on

< Hack Mest I Cancel




WAB

Configuration

Internet Connection Wizard

Internet Directory Server Logon

Type the LODAP account name and pazsword vour [nternet zervice provider has given
oL,

Account nanne:; |-||:r'|=.-i‘-.|:|am Williarnz, ou=People o=tormizon Industres, c=U*

Bttt

Fazswoaord:

[F wour Internet zervice provider requires vou bo use Secure Pazsword Authentication
[SPA) to access vour LDAP account, zelect the 'Log On Uging Secure Password
Authentication [SPA]' check bos.

[T Log on using Secure Pazzsword Authentication [SPA)

< Back I Canicel




WAB

Configuration

Internet Connection Wizard El S
_ : x|
Check E-mail Addresses :

“'our e-mall program checks the e-maill addrezzes of pour message recipients using one
or more directary service address lists.

1 required ko et up your account.

Uzing a directary service to check the e-mail addrezses of your meszage recipients may
glow down the performance of pour e-mail program.

Do wow want to check addrezses uzing this directory service?

i Yes

Cancel




If you thought you were done configuring WAB
because you clicked “Finish”, in typical Microsoft

W A B fashion — you're wrong.

Leneral |ﬂu:|\-'ann::ec||
Add...
Directom Service Account
: : : R
Type the name by which vou would like to refer to thiz Smeve
gerver. For example, work Directon or “Microzaft P .
* Directary Server’’. roperties
IIdap.mnrrisnn.isew.net setas Denault
Server Information

Server name: |[dap.marmizon. izery. net
E wport
W This zerver requires me ta log on
Account name: ch=ddarn Willamsz ou=People o=k orrizor
Set Order...
FPazzword: s B
[T Log on uging Secure Password Authentication Cloze |

E— [T Check names against thiz server when zending mail

— ak. Cancel e [




WAB

Setting the search base

% Idap.morrison.iserv.net Properties ilili
General Advanced | #‘
server Port Murmber I
Directory zervice [LDAP] (289 [z pefanlt |

[T This server requires a secure connection [S5L]

Search
Search timeaout;
Short = F—— Long 1 minute
b airurn number of matches to return: 1':":'

Search baze: In:n tomizon |ndusties,c=U5|

[T Usze simple search filter N

| aF. I Cancel Apply -




WAB

Simple Search

| . saddress Book -

!E
- File Edit Wiew Tools Help

= B X &

[ M Broperbies Deletel  Find People
j - [E Shared Conkacts Type name or seleck from IisI:I |
4 Main Tdentity's Contacts Mame - I | E-Mail Address | Business Phone | Horme F
B
% Find People A
Laok in: ~] Weh Site... |
Addrezz Book
People I Idap. marrizon.izery. net
Firnd Mo ‘
Hame: adam —
. Stop
E-mail: I
! Clear Al |
i Addrezs: I
FPhone: I
Other: I
|1 Close |




WAB

Simple Search
>(& and

> (mail=*)
> (| or
> (mail=rqxwe*)
%# Find People - {1 entries found} 2] > (| or
Look in: Ildap.mnrrisnn.iserv.net ll Wiek Site. | > (Cn:rqxwe*)
People |.¢.dvanced| : o (| or
Name:  [adam e : - (sn=rqxwe®)
Sham
E-mail: 1 = *®
| | - (givenname=rqxwe*)

Cloze | > )
- )
Hame |E-I‘-1ai|.-i‘-.ddress |E | Properties I
ﬁ%.ﬁ.dam Williarns adarni@rnorrizorn-ind. com E
[efete |
Add to Address Book |




WAB

Advanced Search

I

% Find People - (81 entries found)

Laoak. in:

People  Advanced I

I [dap.momzon.izers. net

— Define Cntena

Organization 3

I contains

M

Organization contains lift

Remaove

—

|
2l x
e ST
Find Mow
_I . e
Clear All

=3 Bill Flood

(=B b Callahan
ﬁ% Boyd Harvey
ﬁ% Brian Riggz
t=3 Candie Riehl
!':E;ﬂ Charles Lazk.a
_.-‘_'“-a P

woLzlep@clarkliftoforlanda....
bobzallahant@clarkmhbc. com
bowd_harvep@ilandalift. com
briggziawizconzinlift. com
criehl@liftincorporated. com
claskat@wizconzinlift, com ';I

Cloze
Mame E -k ail Addreszz - Froperties I
ﬁa.ﬂ.arun Lueck alueck@wizconzinlift.com — =
%.ﬁ.l M azlag alfred. maszlaglE@crown. com 2lziz
ﬁ%ﬁlvin Byers ayerzlift@anl corm &dd to Address Book




WAB

Contact Information

. Address Book - Main Identity
File Edit View Tools Help

E- B b

i W Properbies  Delete Fine Loak in: Ildap.mnrrisnn.iserv.net ﬂ ek Site. | L

1 21x|

i /2 Main Id: Summary | Mame I Home I Busziness I Ferzanal I Other I M ethd eting I Crigital D= I Find Mo |

i

. R . , . i |
== Summary of infarmation about this contact Add to Address Book

What )AP attributes are mapped to which address book elements depends upon fthe== |
version of M$-Windows and of the address book, for.gory.details see the following =
/gection of the OpenLDAP FAQ-O-Matic: "or=rrere |
http://www .openldap.org/faq/data/cache/293 . html |

http y{VWW.openldap.org/f_a q/data/cache/294 html = :
| | |

Cloze

Buzinesz Phone:  775-359-9025 e

Buzinessz Fax 775-389-1687
Job Title: o Address Book,

Departrment:

1 [ffice:

E |III ikems _
—_— Compary Mame:  Team Power Forkliftz
“iles ar Falders

_omputers
Zeople

ritermet [ I Cancel

Buzinezz Web Page:




WAB

Called from another application

£ Send Fax Wizard

Recipient and Dialing Information
Type the name and fax number of each recipient ar click Address Book to find this

| %8 Find People - (81 entries found)

|

Look in: Ildap.mnrrisnn.isew.net j ek St

People Advanced |

4 -
E — Define Criteria Find Now
i I Croanization j I containg j IIift Sitop
Organization contains lift Add Clear &l iessae sl sl
|| [z2adam Wwiliams
Remowve @ %JDE Jenca
Cloze
[
Mame | E -t ail Address - Froperties
%.ﬁ.amn Lueck alueckEwisconsinlt com -
ﬁ% Al Maslag alfred maslagi@crown. com Ll
[ e

ﬁ%.ﬂ.lvin Ayers ayerzlift@aol com Add to Address Book

ﬁ% Bill Flood wouzlep@iclarkliftaforlanda. ..

!% Bob Callahan biobcallaban@clarkmbe, comm

% Boyd Harvey bowd_harvepE@flordalift, corn

ian Ri ings@wisconsin Us KN i

ﬁ% Brian Rigoz briggz@wizconzinlift, com
i '% Candie Riehl criehl@liftincorporated. com

%Fh?ﬂ_&s Lazka cleln?kja@l:\limuminlift.cum_lll Cancel |

4 3




& Thunderbird

*Thunderbird inherits its LDAP support (and its limitations) from
the Mozilla project
* Pros
e Supports SSL
* But apparently not TLS
e Offline cache
e Cons
e Read only.
e No support for SASL binds.
e Limited information presented.
e Thunderbird's address book 1s clearly an e-mail client's
address book rather than a general purpose contact
management interface.




Thunderbird

Configuration
2 : :
L%% Q&i “K ' New / LDAP Directory...

Base DM: =Marrison Industries,c=U5% Find

Port number: | [&636

Bind DN: =Maorrison Industries,c=L

@ Use secure connection (S5L)

Total Cards in MI4 Enterprise Dir Ok

! - L]
Mew Card MNew List Properties Write Instant Message [elzic :
Address Books Marme or Email contains: | Clear {Advantced... |
................. .
) Personal ...ess Book Name ‘T| Email | Screen Name Crganization | Waork Phone I | Bl
. Collected Addresses
(= ] Di Server | %
F
| General | Offline | Advanced |
|
HName: :nterprise Directory (Users) Y
Hostname: littleboy.morrison.iserv.net




Thunderbird

File

Addressbook
Address Book O X
Edit View Tools Help
= | \ ‘\() 7\ ’
Mew Card Mew List Properties Write Instant Message [Celete
Address Books Marme or Ermail contains: | adam o Clear Advanced...

' Personal ...ess Book  Name T | Email Screen Name Organization Wark Phone | =)
s Collected Addresses - |Adam ... adam@maorr... Marrison Industries 6164473822
£M14 Enter... (Users) 4 |Randa ... radams@m... Marrison Industrial ... 5742874290

Card for Adam Williams

Contact

Display Mame: Adam Williams
Ernail: adami@morrison-ind.com

Phone

Worlk: 6164473822
Home: 6164568931
Fax: 6163611124
Mobile: 6165818010

Work

Systerm and Metwork Administrator
CIS/IT

Maorrison Industries

Grand Rapids, Mi 49505

o RA

2 matches found




RSl F T il BNl Sl

e ] Edit Card for Adam Williams

Th u nderbi r‘|Mt|Address|ﬂther|

Mame
Contact Details
First: | oaimm
givenName _Last: Lgiiiams
Sn Display: am Williams
cn——-— Mickname:
[Wrong!]
Internet
__Email: lglam@morrison-ind.com
mail Additional Email:
Prefers to receive messages formatted as: | Unknown -
Screen Mame:
Fhones
Worlg; L@ r4473822
oneNumber Home: [A@GI56007]
homePhone Fax; [f@r3611124
clephoneNumber Pager:
pager Mobile: g a5E18010
mobile

Cancel O




Edit Card for Adam Williams

| X

Thunderblfd’”““' e

Home
Contact Details
Address:
)
City:
State/Province: ZIP/Postal Code: |
¢ Country:
' Web Page:
Work
Title: rstem and MNetwork Administrator
tltle Department—@ - /|7
alUnitName Organization: [NTPHEETITEITIES
attonName — Address:
Citys rand Rapids
1 State/Province: - ZIP/Postal Code: |.1g 05
St /Cs-u-n-tﬂ'-—/
postalCodle— | Web Page:
Cancel DK




Edit Card for Adam Williams

Ql
Thunderbird

Custorm 1:

Contact Details ) 2

Custom 3:

Custormn 4:

MNotes

Totally useless.

ou can tweak the address 'typedown' (autocompletion) by manually hacking the prefs.js
file in your Thunderbird profile; adding -
user_pref("mail.autoComplete.commentColumn", 2);

‘user %{)ref("ldap_Z.servers.DIRECTORYNAME.autoComplete.commentFormat", "[ou]");
- for instance, adds the value of the objects ou attribute to the information displayed in
the typedown pop-up. This is very useful for large directories which may contain many
duplicate common names.

Cancel O




Thunderbird

Contact Details

i.‘.'.'il Advanced Address Book Search I'_' O x|

Search in: | | MI4 Enterprise Directory (U... =

:"' Match all of the following @ Match any of the following I

Organization = || contains w | |[lift
More Fewer
Mame T | Email Crganization Work Phone | E'f'..|

A |Becky Sava... rsavage@nissan... Nissa...
A-|Erika Byxbe ebyxbe@nissanf... Nissa...
4-]Greg Van ... gvanhees@niss... Nissa...
A |Heather Ne... hnewton@nissa... Nissa...
4-|Scott Edwa... sedwardsi@niss... Nissa...

Properties Write

|=-{i-| 5 matches found




=3 Other Clients...

e Administrative Tools

« LUMA
e Platform: Python/Qt

e http://luma.sourceforge.net/
e lat

e Platform: C#GTK#
e http://people.mmgsecurity.com/~lorenb/lat/

e GOsa

e Platform: PHP
e https://gosa.gonicus.de/

e Erudite
e Platform: Python/GTK

e http://edsadmin.sourceforge.net/
 Eye Of Newt

e Platform: Java
e http://freshmeat.net/projects/eon/
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